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1  INCIDENT RESPONSE PLAN AND PROCEDURES  

 

1.1 Policy Applicability  

These policies apply to all full and part time employees of ColCal and any 

personnel contracted to perform function within the prosperities owned or 

managed by ColCal.   

 

1.2 Incident Identification  

Incidents are identified as any unplanned activity that can results in a loss of 

productivity, personal identifiable information (PII) or payment card industry 

(PCI) data.  These incidents occur by deliberate actions or a natural disaster.  

 

1.2.1  Identification of incident response point of contact 

One person in ColCal has to be identified as the incident point of contact for all 

incidents.  There should also be one backup person in the event the primary is 

unavailable.  

 

1.3 Reporting and Incident Declaration Procedures  

Any incident that results in personal injury or fire will be reported to the 911 

emergency operators if needed and request for assistance issued.  All incidents are 

reported to the manager of the restaurant, the area supervisors, and the incident 

point of contact for ColCal.  Once that reporting has taken place, notification of 

secondary parties can be determined.  Contact ColCal Administration team as 

well to inform them as to the incident.  

 

1.4 Incident Severity Classification  

The home office will determine the level of the incident and severity level.  The 

highest level of incident classifications are listed below, each one of these 

incidents should have a rating of 1-4 with one being the most sever.  Once any 

steps that are needed are meet to protect human life and 911 has been contacted, if 

needed, notify the incident response point of contact. 

 

1.4.1  Injury to personnel  

This involves any incident where medical assistance is needed, either on site or an 

employee or customer taken to a medical facility.  If necessary, contact 911 for 

immediate medical assistance to provide aid to the injured party.  

 

1.4.2  Damage to facilities 

This involves any damage to a facility that the onsite manager cannot correct.  If 

the building is on fire or in danger of collapse, evacuate the facility before 

contacting 911 operators for assistance, the protection of human life of the first 

priority.   

 

1.4.3  Theft if it does not fall under either of the above categories  



3 

 

This involves the theft of material or cash where no employees of the facility were 

harmed.  This incident should be reported the local law enforcement authorities as 

soon as it is safe to do so.  

 

1.4.4  Data loss: (electronic or physical media)  

This incident occurs when records have been lost, a back office computer or a 

point of sale terminal has been lost or stolen.  This requires the notification of the 

employee of the facility as well as past employees that their information has been 

taken.  If a point of sale terminal was taken, the Taco Bell help desk has to be 

notified, YUM revenue department and your acquiring bank.  This will allow the 

PCI information to be contained and prevent any fraudulent usage.  

 

1.4.5  Rogue wireless access point detected 

This incident occurs when a wireless access point has been detected on your store 

network, this notification either occurs by physical detection or as a notification 

from the Taco Bell help desk based on Taco Bell scanning.  

 

1.5 Incident Response  

Depending on the incident will determine the response; however, any incident 

should have notification and initial analysis completed within 4 hours.  

 

1.5.1 Typical Response  

The typical response will be documentation and remediation; only in rare 

instances will further action be required.  

 

1.5.2 Credit Card Compromise – Special Response  

Once a PCI breach has been determined, notification of both Taco Bell and your 

acquiring bank.  

 

1.5.3 Root Cause Analysis and Lessons Learned  

After any incident, the parties involved with reporting and remediation of the 

incident have to gather to discuss the incident to document what was done 

correctly and what could improved upon.  This could result to changes in the 

incident response plan.  

 

1.6 Plan Testing and Training  

The incident response plan has to be tested annually unless you have had an actual 

incident that generated a lessons learned report.  The test or incident should have 

provided adequate usage of the incident response plan to validate that the plan is 

complete.  The training of the incident response plan has to occur when anyone 

new has been identified as a contact person within ColCal.   

 

1.7 Automated Security System Notifications  

Restaurant alarm notifications have to be transmitted to a responsible person to 

initiate a response by the restaurant manager; there should also be a backup for 

the restaurant manager, this is usually their direct supervisor.  
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1.8 Critical Systems Restore Strategy   

The recovery of critical payment card systems will be supported by Taco Bell, all 

other critical functions will be contracted by ColCal.  The payment card systems 

are all provided through Taco Bell, they will be able to assist your company is 

procuring new systems as needed.  If the incident did not involve the payment 

card systems yet have impacted operations, a support list should be maintained of 

approved vendors and contractors to restore services or systems critical for 

continued operations.  

 

1.8.1  Maintain a list of critical vendors   

Electrical contractor - Listed in each Location & ColCal Office   

Plumbing contractor - Listed in each Location & ColCal Office   

General contractor (structural damage) -  VWC Builders and ABC Construction 

Taco Bell help desk for point of sale systems -  1-800-SOS-TACO 

Local broadband provider - Hughes and Megapath 

Local telephone provider - Granite, Inc.  

Local Fire - Each Stores Local Fire Dept.  

 

Card Brands: 

VISA Fraud Control Group at (650) 432-2978 

MasterCard Compromised Account Team via phone at 1-636-722-4100 

Discover Fraud Prevention at (800) 347-3102 

American Express Merchant Services at (800) 528-5200 

 

 

Acquiring banks: 

 
 BAMS –  

o Level 2  Merchants - ONLY - Keane Matthews - (980) 387-5330 or 
keane.matthews@bankofamerica.com  

mailto:keane.matthews@bankofamerica.com

